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Internet and Gaming Safety
Dear Parents and Carers,

Internet safety is an important part of keeping children safe online. We have security
measures in place in school, which are constantly monitored, to help safeguard pupils from
any potential dangers. Internet safety is taught to all pupils in our assemblies, computing and
PSHE lessons; explaining and demonstrating how to stay safe and behave appropriately online.

We can only be successful in keeping children safe online if we work with you to ensure the
message is consistent. The internet and online gaming are an important and enjoyable part of
modern life, but it is important that children learn how to use these technologies and
services safely and responsibly and your help is needed to talk to your children about how
they can keep safe and behave appropriately online.

Please take some time to read the guidance from National Online Safety, as well as the
SMART rules that we will be teaching the children in our online safety day later this year.

Alongside this guidance, please consider setting rules as a family about how devices will be
used at home. This could include handing phones or tablets o you before bed as an enormous
number of children nationwide report being up on them way past midnight. Also please ensure
that children only use them when around adults and supervised appropriately, and that there
is always an open dialogue as to what they are doing online and what games they are playing.

Websites for more information:

www.thinkuknow.co.uk, www.childnet.com, www.getsafeonline.org, www.commonsensemedia.org

Kind regards,
Mr Hartnell

Computing Lead
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Keep safe by being careful not to give out personal

information - such as your full name, email address, phone

number, home address, photos or school name - to people
you are chatting with online.

Meeting someone you have only been in

touch with online can be dangerous. Only

do so with your parents' or carers'
permission and even then only when they can be present.

RELIABLEEE et

Tell your parent, carer or a trusted adult if someone
mwmﬁmmkaumhﬂlmmww. .

or if you or someone you know is being bullied online.
You can report online abuse to the police at www.thinkuknow.co.uk
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At National nbolhnln parents, carers and trusted adults with the information need to hold an informed conversation about online safety with their children, should
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ONLINE CONTENT

10 tips to keep your children safe online

Theinternet has transformed the ability to access content. Many apps that children use are dependent on user-generated content which
can encourage freedom of expression, imagination and creativity. However, due to the sheervolume uploaded every day, it can be difficult
for platforms to regulate and moderate everything, which means that disturbing or distressing images, videos or. audio clips can slip
through the net. That'’s why we've areated this guide to provide parents and carers with some useful tips on keeping children safe online.

MONITOR VIEWING HABITS CHECK ONLINE CONTENT
Understand what’s being shared or

Whilst most apps have moderation tools, what seems to be‘trending’at the CHECK AGE'RAT'NGS
inappropriate content can still slip through moment.
Make sure they are old enoughto use
the app and meetthe recommended
age-limit.

SPEND TIME ON THE APP
CHANGE PRIVACY SETT INGS
Get used tohow.apps'
Make accounts private and set iSavai
content filters and parental ( L5
controls where possible. . \sure they Knoy thereissupportand
€availa themiftheyneedits

Always make sure thatc
know how to use the repo

ENCOURAGE CRITICAL THINKING tools on social media apps.

Talk about what people might post
online and why some posts could
cause distress.

National "
Online SEEK FURTHER SUPPORT

®
S leety If a child has been affected by something

they’ve seen online, seek support fromyour
HWakeU pWednesdag school's safeguarding lead.

www.nationalonlinesafety.com Twitter - @natonlinesafety = Facebook-/NationalOnlineSafety Instagram - @NationalOnlineSafety
Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 16.09.2020
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SETTING BOUNDARIES
* AROUND GAMING

If your chlld loves video games, then you'll probably be aware that how long they spend

visit www.nationalonlinosafety.com for further guides, hi

online safoty with their children, should thoy foel
ints and tips for adults
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what they're actually playing — can occasionally become a source of concern or conflict. The UK's
trade body for interactive entertainment, Ukie, has recently launched a campaign to promote
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PROMOTE SAFER
GAME CHOICES

Deciding which online games are " E
OK - and which should be avoided -
Is tricky. Some titles allow childrento =
cooperate or compete with
strangers, which creates potential
risks. atchm?Jour child play online
for a while cou: vide more insight
intoa ticular gam‘ while the

ntal controls on most consoles
allow you to limit who can chat to
your child or send them friend
requests, Remind your child of the
hazards around strangers online
»::'hon you discuss this boundary with
them

ENCOURAGE
REGULAR BREAKS £,

Help your child understand the need
to take regular breaks, playing in
shorter bursts rather than marathon
sessions. Bear in mind that some
games zsuch as role-playing
?amcs require time invest
rom the player, while oth onllno
team games, for example con tbe
stopped or paused at a moment's
notice. A quick break every hour or
50 is good practice, and you could
suggest some things to do in these
breaks, such as having a drink of
water or getting some fresh air,

AGREE SPENDING <4
LMITS -~

players often
payin 4’

There’s no doubt that gaming can be
expensive, and younger
don't realise how much
dg;(al items and subscnptlons cun

up to. Many young gamers love
to buy new skins or upgrades for their
character, so you could settleon a
fixed amount that your child is
allowed to spend on in-game items
each week or month. This sort of
boundary will not only help your child
to manage their expectations but will
also make you more aware of the
price of these items.

DISCUSS AGE
RATINGS e t»

Children often ignore the age ratings
on games - or are unaware they
even exist. If you're hagﬁy with your
child playing a particular game even
though it’s rated above their age,
then establish that as a boundary:
emphasise that you've made an
exception, and talk about what age
ratings mean and why they're
important. You could add context to
this boundary by browsing games’
boxes together while shopping,
discussing why some games might
have earned certain age ratings.
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safer and more responsible gaming among young people — with parents and carers
helping by setting sensible and fair boundaries. Our guide has tips on key areas where
you could agree some healthy ground rules for your child’s gaming activity.

FACTOR IN FRIENDS

Iif your child is a keen video
amer, the chances are that

il have other gamers amoi

social circle, too. When friends
vlslt do they instantty dash to their
console or computer? You could put
boundaries in place before their
guests arrive by realng on a length
of gaming time. Bear in mind,
though, that they may try to extend
this once they're together. Try
coming up with activities or
challenges for them during screen
breaks -~ if they join in, they earn a
little extra time on their game.

ENJOY GAM!NG ﬁ

Setting time aside to& y video
games Ko%;her can

enjoyable bonding oxerclse

a4 Undeniably, some young gamers
" | may be less enthusiastic abouta
rent or carer joining in, but it can
a productive wm“o! mcouroglng
them to share their hobby with you.
Setting goals or tasks might be
useful: if they love Minecraft, choose
something to bulid together; if
Fortnite's their favourite, ask to try
out some of the fun game modes,
like Prop Hunt, which don’t lequlre
high skill levels.

TALK ABOUT
EMOTIONS

Help your child to monitor
their emotions as they play. Discuss
what is (and isn't) an acceptable
level of competitiveness to show
while gaming. Are they allowed to
trash talk other gluyers, for
example? Can they notice when they
S:t ongry if they lose? Do they think
ese emotions are healthy? Some
games can provoke anger, but
others can bring joy, humour and
the thrill of ovon;omm? a challenge.
Try to steer your child towards
games that tend to produce these

more positive feelings.

BE PREPARED
FOR TROLLS
online is oti eggzmethggrr:ing

A frequent
deliberately troublesome. Make sure
zour child knows how to report and
lock someone who makes their
experience a negative one. Between
you, decide if or how they should
deal with these online trolls. Talk
about where your child’s boundaries
are in terms of what they think is
acceptable: what behaviour by other
users is merely frustrating, and what
crosses the line to become upsetting
or abusive.

National
*©nline
Safety’
#WakeUpWednesday

d @national_online_safety
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